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INTRODUCTION
Every decade, the U.S. Census Bureau undertakes its constitutional mandate to count every
person once, only once, and in the right place.1 The 2020 Census is the nation’s first “digital”
decennial census; for the first time in its history, the Bureau has invited the majority of the public
to participate using an online self-response portal.2 Along with the new Internet self-response
option, the Bureau has pioneered and adopted cutting-edge methodologies and technologies that
may help contain overall costs while providing significant gains in efficiency of the 2020 Census
and the quality of the published statistics.3
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While every decennial census is a vast and staggeringly complex undertaking, census
taking in the digital age presents particular challenges and risks to achieving a fair and accurate
count. These include the “digital divide” (i.e. the demographic gaps in access to and use of the
Internet),4 cybersecurity risks,5 the potential for the use of commercial and third-party data sets to
“de-anonymize” (or reconstruct and reidentify) census respondents,6 and the threat of
disinformation campaigns reminiscent of those during the 2016 U.S. presidential elections.7 Some
experts fear the Bureau did not do enough to mitigate and manage those risks in the lead up to the
2020 Census.8
Amidst these tech-related challenges and risks, the COVID-19 pandemic has also created
obstacles that are unprecedented both in nature and magnitude, causing the Bureau to adjust census
operations and request revisions to statutory reporting deadlines.9 Notably, the Bureau delayed
many of the critical in-person field operations designed to reach households with unreliable
Internet access and households that have not self-responded to the 2020 Census.10 These new
circumstances have highlighted the benefits of the Bureau’s new design for the 2020 Census—
such as the online self-response option and the use of big data—while also increasing the Bureau’s
reliance on them, placing additional pressure on the 2020 Census’s innovations.11 Yet, the Bureau
remains committed to its goal to “count everyone once, only once, and in the right place”.12
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The stakes for getting the 2020 Census right could not be higher. The decennial census is
the statistical backbone of our nation and its fairness and accuracy is a civil rights issue at the heart
of our democracy. Census data is used for the apportionment of seats in the House of
Representatives and redistricting at all levels of government; the census is essential to determining
the appropriate allocation of power within our political system. Census data is also used for the
enforcement of provisions in the Voting Rights Act and other laws that help protect against
discrimination.13 When groups are not fully counted in the census, not only is their political power
diluted, but their communities may not get their fair share of funding for important programs that
support economic security, health, education, and more. In fact, the allocation of over $1.5 trillion
dollars in federal funds is guided by census data.14 Put simply, when the count is not fair and
accurate, the groups who are undercounted lose out the most.
That is why outreach to “hard to count” groups is so important. Hard to count groups are
those who have been historically undercounted in the decennial census, such as people of color,
people with disabilities, people experiencing homelessness,15 renters,16 recent and/or
undocumented immigrants, and people displaced by disasters.17 The Census Bureau finds certain
groups harder to count for a number of reasons, including language barriers, distrust of the federal
government, and housing units which are hard to find.18
Census experts have raised both questions about the effectiveness of the Bureau’s outreach
campaigns to encourage participation among people of color, and doubts about the Bureau’s ability
to hire enough culturally and linguistically competent enumerators to follow up with households
who do not self-respond.19 The NAACP filed a lawsuit claiming that census underfunding would
“result in a massive and differential undercount of communities of color.” and that “[s]uch a
dramatic undercount will especially dilute the votes of racial and ethnic minorities, deprive their
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communities of critical federal funds, and undervalue their voices and interests in the political
arena.” 20
Fortunately, there is also a groundswell of creative, research-based, and effective
campaigning to Get Out The Count (GOTC).21 National and local organizations are promoting
census participation by raising awareness and helping the public understand its importance—and
benefiting from social media and other tech-based approaches in order to do so.22 Trusted
messengers who know their communities have an important role to play in encouraging census
participation.23
Will the efforts of the Census Bureau and the vast network of GOTC advocates be enough
to ensure a fair and accurate census count this year? Only time will tell.
THE ONLINE RESPONSE OPTION
The Bureau has offered—for the first time—an option for households to self-respond to
the census using an online self-response portal. As a result of declining overall response rates for
surveys and censuses24 and the complexity of counting an increasingly large and diverse
population,25 the costs of undertaking the decennial census have grown significantly over the past
decades. In an effort to control these escalating operational costs and make participation in the
census more convenient, the Bureau introduced the new Internet self-response option—alongside
other innovations—as a key feature of the 2020 Census architecture that is designed to cost less
per household than the 2010 Census.26 Starting mid-March 2020, most households received an
invitation in the mail with instructions for how to respond to the 2020 Census.27 Households may
also choose to respond by phone or by mail.28 Households that have not self-responded will receive
several reminders from the Census Bureau.29
Although the online response option will make responding to the census easier and more
convenient for many people, hard to count communities are among those likely to have limited
Internet access and those more vulnerable to hacks and malware. For example, individuals who
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lack access to a reliable Internet connection at home may also have limited digital literacy and rely
on older or public devices with less robust protections against online threats.30
Census Bureau staff and census stakeholders have been wary of a major website failure
similar to the flawed launch of the healthcare.gov website—which would dramatically interrupt
operations and reduce self-response. Australia’s first census to be conducted primarily online
experienced a major failure when the website used to collect responses went down after a
Distributed Denial of Service (DDoS) attack.31 To minimize the risks of such a failure, the Bureau
consulted and worked with government advisors from the US Digital Services and 18F, an office
within the General Services Administration.32 The Bureau has taken additional steps to address
concerns, when possible, or otherwise manage risks identified by the Government Accountability
Office and others.33
Due to “social distancing” measures adopted by state and local authorities to slow the
spread of the COVID-19 pandemic,34 the Census Bureau delayed and revised census operations
that require in-person visits to households—and placed greater emphasis on the online response
option.35 Some of the affected census operations are designed to reach communities with limited
access to a reliable broadband connection.36 For example, the Non-Response Follow Up (NRFU)
operation, which involves sending census workers door to door to collect responses from
households that did not self-respond, has been delayed. The Update Enumerate operation involves
sending census workers to remote areas of the country to enumerate people in person, and that
operation has also been delayed.37 These operations are essential to the success of the 2020 Census,
and these delays mean that the Bureau must rely even more heavily on self-response.
As of May 15, 2020, 59.3% of all U.S. households have responded to the census, according
to the Bureau’s numbers that are reported live to the public.38 Most households—about 80.9% of
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reported responses—have responded online.39 These figures do not include individuals and
families who live in certain group living arrangements (referred to as group quarters) and are
counted through a separate operation.40 In the 2010 Census, a final total of 66.5% of households41
self-responded to the census—the Bureau expects around 60.5% of households to self-respond to
the 2020 Census.42
MODERN ANALYTICAL METHODS AND BIG DATA
Over the past decade, the barriers to using big data have significantly decreased with the
advent of cloud computing and modern analytical methods. These advances have allowed the
Bureau to explore new opportunities for improving the coverage, quality, and cost-effectiveness
of the decennial census. Over the past two decades, the Census Bureau has employed a particular
source of big data—federal and state administrative records.43
Administrative records refer to information collected by government agencies and
commercial entities for the purposes of administering programs and providing services, such as
tax and medical records.44 Administrative records are distinct from data collected for statistical
purposes through traditional surveys and programs such as the American Community Survey or
the decennial census. For the 2020 Census, the Bureau will use administrative records to help
determine the best times of the day to contact households, identify vacant housing units, and
substitute missing data.45 The Bureau will also employ federal and state administrative records to
model and produce statistics on citizenship.46
While the COVID-19 pandemic has disrupted census operations,47 administrative records,
as with the online-response option, may be even more important.48 However, key sources of
administrative data have themselves been impacted by the pandemic. For example, the Bureau
relies on data from the Individual Tax Returns and Informational Returns provided by the Internal
Revenue Service (IRS) to improve operations and to statistically estimate an individual’s missing
39
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characteristics. However, the tax filing deadline has been delayed due to the pandemic.49 While
information from past filings are available to the Bureau, the Bureau may not receive complete
data for the most recent fiscal year when it had planned to.
There are important limitations to the utility of administrative records, even in the best of
times. For some variables, such as taxable income (which the decennial form does not ask about)
or age, administrative records will likely be higher quality than self-reported data. However, for
characteristics such as race (which the decennial does ask about), using administrative records may
reflect the less reliable judgment of an observer rather than an individual’s identity.50
Administrative records provide better information coverage for certain social and
demographic groups over others. For example, it is likely that those who are disconnected from
the labor force, people with minimal touch points with public and private record-keeping
institutions, and noncitizens are among those who are less likely to be captured accurately, or at
all, in these data sources.51
The growing abundance of personal information available online and from commercial
providers, along with advances in computer science and statistical techniques, present an evolving
threat to confidentiality: reconstruction and reidentification attacks.52 As a steward of the public’s
information, the Bureau faces a fundamental challenge in making statistics available; the more
statistics that are published, and the closer those statistics match the underlying, confidential data,
the greater the probability that an actor can reconstruct the underlying data and identify individual
respondents.53
Reconstruction and reidentification attacks present real threats to the Bureau’s legal
obligation to keep respondents’ information confidential.54 In past decades, the Bureau has
employed a collection of methods, including techniques such as swapping and cell suppression, to
prevent the disclosure of confidential information.55 However, Census Bureau researchers have
shown that these approaches are no longer sufficient. Using publicly available statistics from the
2010 Census, Census Bureau researchers exactly reconstructed the individual records—i.e. the
age, race, sex, and ethnicity of individual census respondents and the census block in which they
lived—of 46% of the U.S. population (or about 142 million individuals).56 In matching this
reconstructed 2010 Census data with commercially available data, the Bureau accurately
49
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reidentified 17% of the public, or some 52 million people, by name.57 Based on these findings, the
Bureau concluded that disclosure avoidance methods used in past censuses will not be sufficient
for the 2020 Census.58 This is why, for the 2020 Census, the Bureau has turned to a new
mathematical standard, called differential privacy, to provide robust and measurable guarantees of
confidentiality in this age of big data.59
MISINFORMATION AND DISINFORMATION IN THE NETWORKED ERA
To count everyone, every census relies on participation from the public as an important
exercise of civic duty. High levels of public participation in the decennial census help the Bureau
contain operational costs and improve the quality of the statistics it publishes.60 By seeking to
dissuade communities from participating in the census, disinformation presents a significant threat.
The proliferation and ubiquity of social media provides fertile ground for the spread of mis- and
disinformation about the census.61 Given the greater reliance on self-response due to the COVID19 pandemic, the ability of the Census Bureau, community advocates, and tech and social media
platforms to combat misinformation and disinformation will be even more important.
Community advocates, community-based organizations, and other GOTC organizations
are working together to identify and respond to disinformation on social media.62 As trusted
messengers within the community, GOTC organizations are crucial to inoculating communities
against mis- and disinformation by circulating accurate content about the census.63
GOTC organizations are working closely with the Census Bureau and information and
communications technology companies. The Census Bureau has a “Trust & Safety” team to
manage mis- and disinformation and a dedicated webpage and email address where the public can
report any suspected misinformation and disinformation.64 Social media and technology platforms
did not have Terms of Services related to the census in the past, so GOTC organizations and the
Census Bureau have been working with tech companies to get census-specific policies in place.65
This includes companies such as Facebook, Google, YouTube, Nextdoor, and Pinterest. Some tech
companies have since updated their policies regarding mis- and disinformation in advance of the
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census.66 For example, Facebook has agreed to take down misleading and inaccurate
advertisements, and the Census Bureau became the first government agency to access YouTube’s
trusted flagger program, allowing them to flag videos with malicious intent (and then YouTube
decides whether it violates their policies).67 The Bureau also has access to Twitter’s “partner
portal.”68
GETTING OUT THE COUNT
Amidst the challenges of counting in the digital age and falling trust in the federal
government, community-based and national civil society organizations have an increasingly
important role to play. These organizations have invested in outreach to groups the Bureau
considers hard to count—and are helping fill gaps resulting from insufficient federal investment.
Groups have launched social media campaigns to target low income families and
communities of color.69 In particular, Asian Americans Advancing Justice, NALEO, and Color of
Change are building positive awareness about the census and its importance, conducting public
education and GOTC campaigns such as “Yalla Count Me In,” “Queer the Census,” 70 “Indian
Country Counts,”71 and “Hágase Contar.”72 Groups are providing toolkits and workshops online
for digital organizing that cover best practices and share resources among GOTC groups. 73 Some
stakeholders, like State Voices and MoveOn, have been exploring better ways to use text messages
to promote census awareness and participation.
Stakeholder groups are also working to expand access across the digital divide74 and to
leverage data and analytics to get out the count.75 Public libraries and other community-based
organizations were planning to set up kiosks and dedicated spaces for Internet access for the
purpose of filling out the census form which will both help with awareness and improve access for
people who do want to respond online but might not have the Internet at home76—though these
have likely been impacted by the COVID-19 crisis. To help community advocates and communitybased organizations target their outreach efforts, the Center for Urban Research at CUNY Graduate
Center, has developed a map of hard-to-count census tracts and will be monitoring and reporting
on real-time response rates during the enumeration.77
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The COVID-19 pandemic has interrupted outreach efforts by nonprofits, businesses, local
governments and civic groups that the Census Bureau had planned to rely on to help boost census
participation.78 Campaigns like the Leadership Conference Education Fund’s Census Counts
campaign, for example, have needed to re-strategize, prioritizing paid media and potential
partnerships with essential services.79
CONCLUSION
It is critical that we get the census right and ensure that all our communities are fairly and
accurately counted. The rapidly growing availability of new data sources and digital technologies
have presented new opportunities and challenges. This has forced the Bureau to continually adapt
and change. In the strides the Bureau has taken in designing and implementing a census for the
21st century, the agency continues a long legacy of innovation. It is clear that technology and
cutting-edge methodologies have an important role to play in the census—as they always have.
The same will be true moving into the 2030 census. It is impossible to fully anticipate what
challenges and risks we will face, but the goal will remain the same—to ensure a fair and accurate
count. As the 2020 Census continues to unfold, we will see how well we’ve managed to step up to
the current challenges, and there will be lessons to carry forward. This exercise has already begun,
as discussions about how to transform the Census Bureau into a true 21st century data agency—
which will mean increasing reliance on new technologies and data sources—are already underway.
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